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FortiClient™

Endpoint Security — Anytime, Anywhere

FortiClient is an all-in-one security solution designed for organizations seeking
comprehensive secure connectivity protection. With FortiClient, remote users can
leverage the next generation of secure access from anywhere at anytime. Corporate
security policies can be enforced and protected wherever people need to be —
including home offices, airports and hotels — anywhere wired or wireless Internet
access is available.

The power of FortiClient includes IPSec and SSL VPN for encrypting traffic, two-factor
authentication for secure user identification, endpoint control to ensure that non-
compliant devices do not access the network, and WAN optimization for bandwidth
optimization and decreased download time. FortiClient is designed to meet the
requirements of both small and large organizations and is backed by Fortinet’s award
winning security technology.

In addition, FortiClient offers:
e  Straightforward Licensing — ALL FortiClient functionality is included for one low
price.
e  Simple Deployment and Management

e Custom Configuration — Administrators can predefine configuration and deploy
features selectively. Designed for coexistence with other end point client
software.

Features Benefits

VPN Policy Server e FEasily create client-to-site encrypted tunnels on the fly
* Premise awareness
e XAuth capability

e |ock down network access based on organizational

Endpoint Control ) - 4
security compliance policy

e Checked installed and/or running 3rd party application
software

e Customize warning and blocked messages

e Minimize remote user download times supporting: CIFS,
FTP, HTTP, MAPI, and general TCP Traffic

e Graphical view of bandwidth optimization

WAN Optimization

Simple GUI * A new graphical user interface

Two-Factor Authentication ® FortiToken, Email and SMS-based two factor authentication

e Certificate Store Integration
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Integration with Gateway Devices

FortiClient simplifies endpoint
security through close integration
with the industry-leading
FortiGate line of Unified Threat

Management devices.

Benefits of Fortinet Infrastructure
Integration

Endpoint access based on
installed and/or running
application software

Provides a mix of IPSec and
SSL VPN policy configuration
which resides internal to the
organization and can be pushed
out to users

Custom endpoint characteristic
profiles to lock down network
access based on organizational
compliance policies

Simplified endpoint licensing
based on number of concurrent
connections to FortiGate
appliance.

Simple “drag and drop” report
creation

Branded/logo-based management
reports

Reports generated at any time —
scheduled or ad hoc



Non-Compliant
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Devices deemed non-

compliant by FortiGate device
at head-end result in denial of
access or warning to the user.

World-Class Technical Support

Support plans include a 8x5 or 24x7 comprehensive phone
support for mission critical deployments. FortiGuard Security
Subscription Services deliver dynamic, automated updates for
Fortinet products. FortiCare Support Services provide global o o Q
support for all Fortinet products and services. Professional - o | i
Services optionally available for design and deployment. 90-day e v Bl
limited software warranty.
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Technical Specifications *i:q
Windows XP 32-bit and 64-bit - —
Windows 7 32-bit and 64-bit
Operating System Supprted | Windows Vista 32-bit and 64-bit T —— ] ]|
Windows Server 2003 32-bit and 64-bit T —
Windows Server 2008 32-bit and 64-bit
Encryption AES 256 and 3DES o - -
Manual Interactive
De |0 ment 0 tlons Manual Sllent Thating P el [ B d B ead B Safraak |
ploy P Active Directory GPO AR
Third Party Distribution Tools T
Radius (=
LDAP
Local Database
. : SecurelD
Authentication Options e
g XAUTH _ = o
TACACS+ o+ U W LD e
Digital Certificates (X509 format)
FortiToken
VPN Protocols SSL (Tunnel Mode)
IPSec
Wan Optimization CIFS, FTP, HTTP, MAPI, General TCP traffic
System icon
Connection Options Manual/Automated configuration of
FortiClient VPN tunnels
Simple Client Management Customizable user interface —
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